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BlackPerl

BLACKPERL

CYBER TRAINING MEETS REAL-WORLD CHALLENGES

KNOW MORE ABOUT US
@ www.blackperldfir.com

BlackPerl's Content is always kept updated based on industry

trend and attack landscape to inject education at early stage

= support@blackperldfir.com
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¥ BLACKPERL

BlackPerl

ABOUT OUR COMPANY

| ABRIEF STORY ABOUT THE COMPANY

BlackPerl is committed to providing industry-leading managed detection &
response, security operations and engineering service with augmented
cybersecurity training programs. We lead our projects with a mindset that
we train our clients too at the stage of delivery.

We believe in equal learning opportunities around the world. Our qualified
instructors design courses that are easily accessible to everyone. You can
download free resources during each course for better learning. We are
dedicated to bring more courses so you can have a larger variety of courses
to choose from.

Founded in 2022 Offices in Expansion in Experience
By Industry experts in HQ- India, US, UAE Collective experience Clients and Alliances
India, Bangalore Bangalore of 100+ years in 3000+ Students Trained
Cybersecurity
‘ , The Hague,
& ‘lb .Y/ Investment TRADE + : . ) )
NSW INVESTMENT W Ministry of Foreign Affair & Pal’tﬂers
auv:mu:m :_m:m"l‘-r-a OUEENSLAND Netherlands
’ [ 4 = 5
DUTCH The Hague Centre - g 'S Den Haag Jk g?ngCUOf?
for Strategic Studies (A 1 Karnataka Digl P
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OUR MISSION

BlackPerl is committed to make you job ready from Dayl

PROBLEM ?
less courses ? everyone starts from tech
i |

No proper No validation, no
baseline \ ‘ ﬁ feedback

Everyone teaches « D You don't know
tools [ \ how to start

Everyone selling Spending $$$%, not
courses, No mentorship / getting jobs

You don't know Cyber is not same
where to start in every industry

OUR UNIQUE APPROACH

| CONTINUQUS MENTORSHIP |

bUS help to choose debl
Create Baseline o Map business A Youindustry o GEPeyyouon
: risk to cyber : skill path : project
1 1 1
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teach you skill gap . train you to talk make you
“>| business risk assessment cyber+ business industry ready
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BlackPel

OUR LEADERSHIP TEAM

 BLACKPERL

Archan Choudhury Debjani
Bandyopadhyay
Co-Founder &
Director Ops BlackPerl

3 s

Srividhya R Rajshekar V Aditya PS

Founder &
CEO BlackPerl

MD BlackPerl Dubai Co-Founder BlackPerl MD TerraEagle
Dubai Partner BlackPerl

20+ FULL TIME INSTRUCTORS

EFFORTLESSLY DELIVERYING PROJECTS

100+ 10,000+ 50,000+
J L)
YOE JOINED STUDENTS GLOBAL REACH
SUCCESS RATE BEST ROI HANDS ON TRAINING
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SOME OF OUR VALUABLE GLIENTS

Serving Globally 30+ Clients on their various Cyber Usecases

=] AN
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BlackPerl

SOME OF OUR ACADEMIC CLIENTS

We have active Contract and MoU

@ (TAY
e V _icrcellege

—— (enius as a Service (GaaS) ——
KGCr3L Educational Institutions

The Hague Centre
for Strategic Studies

Collaboration underway
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BlackPerl

CONTINUQUS COMPLIANCE SERVICES

SOC/MDR as a Service
24*7 Monitoring, Alerting,
Reporting, Log retention,
Compliance, Contexualised Threat
Intel as your extended team or
MSSP. Custom built, complete
control and visibility.

Vulnerability Assessment &
Penetration Testing (VAPT)
Identify and exploit vulnerabilities
across your network, applications,
and systems with our compre-
hensive VAPT services, enhancing
your security posture through
rigorous testing.

Patch
Management

Zero Trust
Network
Access

Identify
and Access
Management

Vulnerability &
Patch Management

SOC CoE
SOC CoE assessment is designed
to provide a holistic view of the
$0C's performance, identify gaps,

Streamline security with end-to-
end vulnerability assessments and

Governance & Compliance

Our experts assist with
compliances - like RBI, SEBI, CERT-
In, Privacy Act. and more. Count on

and recommend actionable
improvements.

N/

Red Teaming

Simulate sophisticated cyber-
attacks against your organization
to test the resilience of your
security protocols and response
strategies, with our expert Red
Teaming exercises.

0
‘ 1 ’
v
Vulnerability
Management

©

Endpoint
Security

swift patch deployment to
minimize risks and maintain
compliance.

Digital Forensics and Incident
Response (DFIR)
Incident response expertise on
standby to get you back to
business. Rapid response SLAs
that mitigate the overall impact
of a breach.

¢

Brillegsd Email Threat
e Security Hunting
Management

us for seamless adherence to
evolving regulations.

B

B (©) Assessment

PO gemmin
: :

-

Breach Readiness Assessment

Evaluate your organization’s
preparedness for cyber incidents
with our Breach Readiness
Assessment, identifying gaps in your
defense mechanisms and providing
actionable recommendations.

9
Cloud-Native
Application
Protection
Platform

()

Brand
Protection

Unified
Compliance
Management

SIEM | LOG MANAGEMENT & RETENTION | SOAR | THREAT INTELLIGENCE | ACTIVE DECEPTION | HEALTH
MONITORING | SLA MANAGEMENT | CUSTOM USE CASES & PLAYBOOKS CREATION | MALWARE ANALYSIS

CASE MANAGEMENT | PERFORMACE MONITORING | FORENSICS | PATCH MANAGEMENT | ANTI-PHISHING |
FILE INTEGRITY MONITORING | OBSERVABILITY | BREACH READINESS ASSESSMENT

Protect Digital Surfaces

Defense in Depth

MXDR 24 X7

Managed Extended Detection & Response

REE
E]

Data

Y

Cloud

~
H

Identity

Network / Endpoint /
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BlackPerl

WHY CHOOSE US?

i
‘.

=
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— SHORT STORY ABOUT BENEFITS

1. Get Access of 100% updated content based on Industry demand.

2. Our delivery method is not one-way. We will make sure you do things, and we

are with you in this whole process.

3. You will talk and interact Live with world-class Cloud Secuirty expertise.
4. We will track your progress and support you to upskill.
5. Placement and Internship Opportunity.

Continuous Update

BlackPerl’s Content is
always kept updated
based on industry trend
and attack landscape to
inject education early

&

You are in
Full Control

(2
2WAY

2 Way Delivery Model

You as student will
interact with our
instructor through teach
back session to ensure
100% effectiveness

100% Updated
Content

)

Enable Real Engagement
Experience

Expert Staffing

BlackPerl sources top-
tier cybersecurity talent
globally to handle
complex technologies
effectively

.
Industry
Focused

mmm

9

Learn by Doing

You will perform Hands-
on our real engagement
and thus you will learn by
doing things and by
conventional way of
learning

75

Maintenance

Live Interaction with Cyber

Leaders

%9

Revolutionary
Pricing Model

BlackPerl's transparent
pricing model is
outcome-based,

allowing clients to clearly
justify their security
expenditures and
achieve superior
efficiency.

\%

The Best ROI
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BlackPerl

TRANING PORTFOLIO

Customized byte sized Lab and Practical training for Cyber Security,
designed to scale your portfolio.

Our students are placed in MNCs including

Google @& eb \4

Microsoft

PayPal gy Uber

adWs
Reliance Q\Arete

Industries Limited
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BlackPerl

TOP VALUED BYTE COURSES

Already a Pro and looking for Skill Upgrade?
Choose directly from our individual courses

BlackPerl Certified Practical Cloud Defender Tactical Threat BlackPerl Certified

Advanced Defender (PCD) Intelligence Analyst Detection Engineer
(BPCD)

igma inja

Sigma Ninja Yara For Security Operation AWS Security EC2
Incident Responders (SecOps) 101 Incident Response

Practical Purple Cyber Security Starter Memory Forensics Threat Hunting 101
Teaming 101 Masterclass For Incident (TH101)
Responders

Malware Analysis For Threat Hunting 201 Digital Forensics & Security Mastery With
Incident Responders (TH 201) Incident Response QRadar SIEM
(MAFIR) (DFIR 101)
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BlackPerl

TOP VALUED COURSES

Want to start your career and looking for guided valuation?
Choose from our long term engagement plans

r BlackPer DFIR  [¥
PROUDLY ACKNOWLEDGES

BlackPerl
Ebenezer Akumatey

for successfully completing the

lackPerl Certified
dvanced Defender (

Hours : 140

ertifi

houdhury
kPerl DFIR

BlackPerl DFIR

PROUDLY ACKNOWLEDGES
BlackPerl

Archan Choudhury

for successfully completing the

For Defenders By Defenders

hreat Hunting
rofessional

Hours : 60
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HOW YOU SHOULD PLAN
YOUR STUDY

R
R

Production
Engagement
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BlackPerl

CHOOSE YOUR GOAL AND
LEARNING PATHS

Cyber Security Starters ,ﬁ i
s Cloud Security Path

Q‘ ze:::rlty SRIIRESNG Malware Analysis Path
) a

Cyber Threat =
e Analyst Path
Hunting Path P SOC Analyst Pa

2\ ,
”/Q DFIR Analyst Path tag VAPT Analyst Path
/’\<

Cyber Security

OT Security

for Sales

€ Cyber Security
Eﬁ. for Managers

IT Security Path
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UPSKILLING YOUR TEAM?
CHOOSE OUR BUSINESS SUIT.

1

Onboard

2

Baseline
& Benchmark

your Team

Get
Placed

Pre-Assessment Progress

s D

Remediation Progress

22 I

Post-Assessment Progress

2 E

Earn
Certifications

1M

3

Choose
Career Path

4

Upskill and
Practice

30% Defensive Security
Fundamental

72%

48% Log
85% Analaysis
(]

Network
Detection

92%

Host
Detection

98%
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ckPerl

GLOBAL CYBERSEGURITY
THREAT LANDSCAPE 2025

| A BRIEF STORY

==

o Cybercrime damage is projected to exceed $10.5 trillion by 2025. Attacks are

increasingly powered by Al and linked to nation-states.
e Most organizations (72%) now recognize cyber risk as a critical business risk. The

threat landscape continues to evolve rapidly.

@ MAJOR GLOBAL THREAT ACTORS

67% 4.

L

Nation-State APTs Key State Actors
Advanced persistent threats linked to Russia, China, Iran, and North Korea
governments

35%

Targeted Attacks

Percentage increase in strategic cyber

operations
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ckPerl

PROMINENT THREATS IN
THE GCC REGION

Y  Energy Sector Targeting 57> Spear Phishing

Campaigns
Ransomware attacks on oil and Sophisticated social
gas infrastructure rising rapidly. engineering targeting key
personnel.

] Geopolitical Motivations

Regional tensions driving state-sponsored cyber operations.

759

50

254

Energy Finance Government Healthcare Telecom
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WORLD JOB MARKET &
CYBER LANDSCAPE

= | ABRIEF STORY

-As of May 2023 40,000, new open job opportunity in India.
-30% of existing vacancies couldn'’t be filled.

-At worldwide, 3.5 Million Cyber Jobs will open by 2025.
-Base pay range 4L - 8L /yr. INR

() open Jobs

3.5 MILLION 401 Cr+ Less
4400+
Attacks/day

2nd Ranked o

in World 448/?: Cyber

Attacks

kS
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Visit our Academy below

TRAINING | CERTIFICATION | CONSULTING

THANK YOU —

WE'RE HERE TO HELP

Feel free to mail us your queries, we will get back
to you within 24 hours.

-~

. TELEPHONE

+91-9686383802
+966-559605159

= MAIL

archan@blackperldfir.com

support@blackperldfir.com

@ WEBSITE

www.blackperldfir.com

A ADDRESS

3rd Floor, TV Plaza, Wilson Garden,
Bengaluru, Karnataka 560027

IFZA Business Park - Building A2 -
Dubai Silicon Oasis - Industrial Area
- Dubai - United Arab Emirates
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